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Optimal Disintegration Strategy
With Heterogeneous Costs 1n
Complex Networks

Ye Deng, Jun Wu

Abstract—Recently, research in the field of network
disintegration, which includes controlling the spread of disease
and collapsing terrorist organizations, has found broad appli-
cations and attracted increased attention. In this paper, we
focus on the network disintegration with heterogeneous cost,
in which there may be unequal disintegration costs associated
with deleting different nodes. First, we present a cost model
for a disintegration strategy with both cost-sensitive and cost-
constraint parameters in complex networks. Then, we propose
an optimization model for the disintegration strategy with het-
erogeneous cost and introduce the genetic algorithm to identify
the optimal disintegration strategy. Extensive experiments in syn-
thetic and real-world networks suggest that the heterogeneity of
the disintegration cost and the tightness of the cost constraint
significantly affect the optimal disintegration strategy. We demon-
strate that, in contrast to the classical hub node strategy, low-cost
nodes play a key role in the optimal disintegration strategies if
the cost constraint is tight and the disintegration cost is strongly
heterogeneous.

Index Terms—Complex networks, heterogeneous cost, network
disintegration, optimal disintegration strategy.

I. INTRODUCTION

OMPLEX networks describe a wide range of systems

in nature and society, such as the Internet, power
grids, citation networks, epidemic spreading networks, ter-
rorist networks, and rumor-spreading networks [1]-[3]. Most
networks are beneficial, and the goal is to preserve their func-
tion. Many researchers have focused on designing ways to
increase the survivability of such networks [4]-[7]. The origi-
nal motivation for this paper is to determine how to collapse a
network that may be detrimental, such as immunizing residents
or communication network to prevent the spread of disease or
distribution of a computer virus. Other examples include desta-
bilizing terrorist networks [8], avoiding financial crises [9],
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controlling the spread of rumors [10], and interrupting cancer
networks [11].

Although current research on network disintegration has
received less attention than research on network protection,
many related studies have contributed to the problem of
network disintegration strategies. Early disintegration strate-
gies were related to specific structural metrics of nodes or
edges. The most classical strategy is the degree-based strat-
egy [4]. Previous studies have shown that scale-free networks
are extremely fragile when they suffer deliberate attacks, in
which nodes are deleted by the descending sequence of degree.
Considering that the degree is a local property of a node,
the betweenness centrality was introduced as a new crite-
rion [12], [13]. Other global metrics were also used to identify
nodes that are vital for network disintegration [14], such as
the coreness [15] and subgraph centrality [16]. Other methods
have been proposed to achieve a better disintegration effect.
For example, Chen et al. [17] introduced the “equal graph
partitioning” immune method. The basic purpose of such an
approach is to collapse the network into several components
of identical size. Schneider et al. [18] introduced an immune
method to obtain an optimal susceptible size, whose immune
effect is much better than the highest-betweenness strategy.
Deng et al. [19] developed an optimal disintegration strat-
egy algorithm which is based on the intelligent optimization
algorithm to seek a near-global optimal solution. Also, the
imperfect information strategy has received increased atten-
tion. For instance, Dezsé and Barabasi [20] introduced a
therapeutic method to prevent the spread of a virus with indef-
inite information, where the possibility of starting treatment to
the infested person depends on the corresponding value of the
node attribute. Jun et al. [21] focused on the disintegration
optimization method with imperfect information, which indi-
cates that only a subset of the information of the network can
be obtained. Tan er al. [22] introduced link prediction into
the network disintegration problem using the information of
partial nodes.

However, concerning current research progress, most stud-
ies about the network disintegration problem assumed that the
disintegration cost of deleting each node or edge is identical.
Therefore, the total disintegration cost is only limited by the
number of nodes that are deleted. In fact, the disintegration
cost corresponding to deleted nodes may be heterogeneous
for many reasons. In general, key nodes imply a greater dis-
integration cost. For instance, the expenditure to assassinate
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Osama Bin Laden should be significantly higher than the case
for someone with a lower profile. In this paper, we focus on
the optimal disintegration problem based on heterogeneous
costs. In the previous works, nodes with the highest degree
or betweenness would be preferentially deleted to achieve a
more destructive effect. Nonetheless, based on the assump-
tion that the disintegration cost is heterogeneous, the hub node
strategy may not be the optimal disintegration strategy among
other strategies with cost constraints. The aim is, therefore, to
determine how to balance the disintegration effect against the
disintegration cost, and to identify the optimal disintegration
strategy.

The rest of this paper is structured as follows. In the
next section, a cost model is presented for the disintegration
strategy. In Section III, an optimization model is proposed
for the disintegration strategy. Then, solutions that are based
on genetic algorithms (GA) are discussed in Section IV.
Experiments to determine the optimal disintegration strategy in
synthetic and real-world networks are presented in Sections V
and VI, respectively. Finally, discussion and the conclusions
are presented in Section VIIL.

II. COST MODEL FOR DISINTEGRATION STRATEGY IN
COMPLEX NETWORKS

Complex networks can be described as an undirected graph
G(V, E) with node set V and edge set E C V x V. The number
of nodes and edges are denoted by N = |V| and W = |E]|,
respectively. The adjacency matrix of G is denoted by A(G) =
(aij)Nxn, where a;; = a;; = 1 once v; and v; are connected.
Then, we denote the degree of node v; by k;, whose value
is equivalent to the number of edges that are connected to
node v;.

In this paper, disintegration methods only consider the node
removal strategy, and it is assumed that the connected edges
will be deleted once a node is deleted. The disintegration cost
of corresponding node v; is denoted by c;. We assume that
the disintegration cost ¢; is a function of node attribute r;
corresponding to node v; as follows:

ci=rd (1

where p > 0 is called the cost-sensitive parameter. The node
attribute r; could be regarded as the degree, the betweenness,
etc. In more detail, the disintegration cost ¢; is homogeneous
when p = 0, which means that the disintegration costs of
each node are identical. A larger value of the cost-sensitive
parameter implies that such a disintegration cost is more
sensitive.

In most instances, the total disintegration cost has an upper
and lower bound. We define the cost constraint as follows:

N N
aZcizaZrip 2)
i=1 i=1

where o € [0, 1] is called the cost-constraint parameter. A
larger value of the cost-constraint parameter « means that the
constraint of the disintegration cost is more flexible. In extreme
cases, none of the nodes could be deleted when o« = 0, and

C
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all of the nodes belonging to the network could be deleted
when o = 1.

III. OPTIMIZATION MODEL FOR DISINTEGRATION
STRATEGY WITH HETEROGENEOUS COST

We denote the set of removed nodes by 1% C V, and the
network after disintegration by G= V- V,E). Let n = |I7|
be the disintegration strength. The disintegration strategy is
denoted by X = [x1,x2,...,xy], where x; = 1 if v; € \7;
otherwise, x; = 0. Then, we obtain

N
n=>x. 3)
i=1

The cost of disintegration strategy X is denoted by

Cxy = Zv-eV c¢;i. It can be easily seen that

N N
sz ZCiZinCiZinrip. (4)
i=1 i=1

vieV

The measure function of the network performance is
denoted by I'. We assume that if G; = (Vi, E]) is a sub-
graph of G, = (V», E»), ie., Vi € Vo and E; C E», then
I'(G1) < I'(Gz). This monotonicity assumption ensures that
the network performance reduces with the process of network
disintegration. We define the effect of the disintegration strat-
egy as the degradation of the network performance after node
removal ®(X) = I'(G) — F(G) > (. The optimization tar-
get focuses on seeking the optimal disintegration strategy, X*,
that can achieve the optimal disintegration effect. Thus, the
optimization model for the disintegration strategy is derived
in the following form:

max ®X = [x1,x2,...,x5]) %)
foé
St {xi=00r1,i=1,2,...,N. ©

IV. SOLUTIONS BASED ON GENETIC ALGORITHM

The optimization model for the disintegration strategy
belongs to a zero-one integer programming problem. There
are some precise mathematical programming techniques, such
as the branch and bound algorithm [23], which are used to
solve the zero-one integer programming problem. However,
for these precise mathematical programming techniques, an
objective function with an explicit form is generally required.
In this paper, we use ®(X) = I'(G) — F(G) as the objective
function, where I' represents the relative size of the largest
connected component of a network. Although we can calcu-
late I given the disintegration strategy X, there is no explicit
form for I" as a function of X. Thus, the exact mathematical
programming techniques are not feasible for the problem of
network disintegration.

We consider a simple example, where G is an undirected
graph with 100 nodes. Although the network contains few
nodes, we need to compare 2!%° solutions to obtain the optimal
solution using the method of exhaustion. The number of fea-
sible solutions is less than 2!% because of the cost-constraint
model; however, the solution space is still extremely large.
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This would be wasteful and impossible to implement for large-
scale problems. Therefore, we plan to apply GA [24] to solve
this zero-one integer programming problem to achieve an
approximate optimum solution. In the next section, we propose
a complete description of the optimal disintegration-strategy
algorithm based on GA. The algorithm procedures are given
below. The four primary parts of the procedure are described as
coding and decoding, crossover and mutation, fitness function,
and selection.

A. Coding and Decoding

We choose the symbol of disintegration strategy X =
[x1,x2,...,xn] (I-D binary code) as the coding scheme of
chromosome. Denote by 1 x 2 x N the chromosome

o 1 if the node is removed A
Y =10 otherwise
where i = 1,2, ..., n. Based on the coding scheme and the

fitness function, we design the decoding of chromosome to
translate X = [x1,x2,...,xny] 1-D code into the adjacent
matrix G to calculate the fitness function.

B. Crossover and Mutation

A crossover operation between parent chromosomes is a
natural procedure, and it is customarily set from 0.6 to 1.0.
In a crossover, an offspring is obtained by the interchange of
parents’ information. On the contrary, a mutation is a scarce
procedure which represents an abrupt change within an off-
spring. A mutation could be accomplished through choosing
a chromosome among the population and altering a part of its
information randomly. The largest advantage of such opera-
tion is that it stochastically brings new information into the
algorithm procedure, possibly preventing from being trapped
in the local optimum. The value of mutation is often less than
0.1. Here, we discuss the crossover and mutation strategy in
a simple GA: one-point crossover and bit mutation.

C. Fitness Function

The fitness function should be designed to reflect the goal of
the optimal disintegration strategy with the heterogeneous cost
problem and the basis for the selection problem. Therefore, we
establish the fitness function as follows:

F=T(G) —T(G) > 0. (8)

As the effect of the disintegration strategy, the higher value
of fitness function, the more destructive the disintegration
strategy will be.

D. Selection

In this GA, the roulette-wheel selection is chosen as the
selection operator [25]. To generate the next generation, the
selection of individuals from the current population is based
on a probability that is directly proportional to their fitness
values. The probabilities of selecting a parent can be seen as
spinning a roulette wheel with the size of the segment for each
parent being proportional to its fitness.
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Input parameters:

Np()p -size > NG s ])cmx.\'uver >~ mutation
Mutation operator
i=0 Evaluate: X,
‘ Generate: Y’
Initialize: X Select: X,
! Crossover operator
o Generate: Y
i=i+1 !

Termination
Condition

Output: the optimal solution

End
Fig. 1. Algorithm diagram of the optimal disintegration strategy.
Algorithm 1 Optimal Disintegration Strategy With

Heterogeneous Cost
1: Input ODS problem data, GA parameter: Npop—sizes NG,

PCVOSSOVEI’ and Pmutation;
: Output The optimal solution;
: i =0; //i:generation number
. initialize X;; //X;:population
. evaluate X; using the fitness function F' and keep the best
solution;
6: while (Not terminating condition) do
: generate Y; from X; using the crossover operator;
/1Y;:offspring
generate Y; from X; using the mutation operator;
evaluate Y; using the fitness function F and keep the
best solution;

[V NS I o

10: select X;y+1 from X; and Y; using the roulette-wheel
selection;
11: i=i+1

12: end while
13: Output The optimal solution;

Each step of the algorithm is described below, and the algo-
rithm diagram of the optimal disintegration strategy is also
shown in Fig. 1.

Step 1: Input ODS problem data and GA parameters: popu-
lation size Npop-size, generation Ng, crossover prob-
ability Pcrossover, and mutation probability Pmyytation-
Initialize Npop-size Chromosomes.

Compute the fitness of the chromosome based on
the fitness function F.

Select the chromosomes by running the roulette-
wheel selection.

Step 2:
Step 3:

Step 4:

Authorized licensed use limited to: National Univ of Defense Tech. Downloaded on December 11,2020 at 07:26:17 UTC from IEEE Xplore. Restrictions apply.



2908 IEEE TRANSACTIONS ON SYSTEMS, MAN, AND CYBERNETICS: SYSTEMS, VOL. 50, NO. 8, AUGUST 2020
) _ TABLEI
PERCENTAGE OF REMOVED NODES 6 WITH d; < d AND d; > d IN THE OPTIMAL DISINTEGRATION STRATEGIES IN A RANDOM SCALE-FREE
NETWORK WITH DEGREE DISTRIBUTION p(k) = (A — D)m*~1k=*, WHERE N = 100, A = 2.5, AND m = 2
D a=0.2 a=0.4 a=0.6 a=0.8
O4,<a  Oa,>a O3,<a  Ya,>d O4,<a  9a,>d Og,<a  Oaq;>a
0 63.2% 36.8% 68.3% 31.7% 80.0% 20.0% 82.0% 18.0%
0.5 92.0% 8.0% 85.0% 15.0% 82.5% 17.5% 82.6% 17.4%
1.0 97.1% 2.9% 87.8%  12.2% 83.32%  16.7% 85.9% 14.1%
1.5 100.0% 0.0 91.4% 8.6% 84.1% 15.9% 86.9% 13.1%
2.0 100.0% 0.0 92.3% 7.7% 85.9% 14.1% 91.0% 9.0%
Step 5: Update the chromosomes using crossover and o ol el
mutation operations based on the crossover ' : T
and mutation probability Pcrossover and Pmutations s @ w05 .‘ 100 5 0 O ) O O O
respectively. @ ) . .
Step 6: Check the termination condition; if false, go to FP T ST
step 3; otherwise, go to step 7. - 3 m‘j I |
Step 7: Return the best chromosome as the optimal - -
solution, let this chromosome be the solution = 3 T : 3
of the optimal disintegration strategy because (a) (b)
some applications need the decision to be made - @
in network disintegration, which is the trade- il e
off between the cost and disintegration effect. pros @ e ,,_0_5.~ ------
The pseudocode of the algorithm is given as ' . '
Algorithm 1. o @ ""’..".m . ;
" @
V. EXPERIMENTS IN SCALE-FREE NETWORKS e T
In this section, we analyze the optimal disintegration (©) (d)

strategies that are based on the optimization model and
algorithm introduced above. We also generate random scale-
free networks with degree distributions using the configu-
ration model [2], and we use the node degree k; as the
referential attribute r; and the relative size of the largest
connected component as the measure function of the network
performance I'. Then, the calibration of GA is in accordance
with the results of preliminary experiments that were con-
ducted to observe and compare the behavior of the algorithm
for different parameter settings [26], [27]. In this case, the
GA parameters are as follows: population size: Npop—size = 30,
generation: Ng = 1000, crossover probability: Pgrossover = 0.4,
and mutation probability: Pmyation = 0.1. We used MATLAB
2017a to run the simulations of scale-free networks on a PC
with an Intel Core 15-3470 CPU having 3.2 GHz and 4.0 GB
of RAM.

To display the optimal disintegration strategies, we first
show the proportion of removed nodes with different degrees
in the optimal disintegration strategies in Fig. 2. The size of
each circle is proportional to the number of removed nodes
whose degree belongs to the corresponding domain. We find
that for the homogeneous cost (p = 0), there are many hub
nodes with high degree in the optimal disintegration strate-
gies, which corresponds to the classical hub-node strategies.
However, in the case of heterogeneous cost with p > 0,
low-cost nodes play a key role in the optimal disintegration

Fig. 2. Proportion of removed nodes with different degrees in the optimal
disintegration strategies in a random scale-free network with degree distribu-
tion p(k) = (A — Dm*~1k~*, where N = 100, A = 2.5, and m = 2. The size
of each circle is proportional to the number of removed nodes whose degree
belongs to the corresponding domain.

strategies. In particular, considering the tight constraint of
the disintegration cost, for example, ¢ = 0.2, most removed
nodes are low-degree nodes. Furthermore, we calculated the
percentage of removed nodes 6 whose degree are below
the average degree d; < d and the percentage of removed
nodes whose degree are above the average degree d; > d.
In Table I, the results indicate that 6 li<d increases gradu-
ally with increasing value of p, so the low-degree nodes
become an increasingly important part of the optimal disin-
tegration strategy. For example, the values of 6 1i<d for the
parameters « = 0.4 in Table I are 68.3%, 85.0%, 87.8%,
91.4%, and 92.3%, which add up to almost 100%. As shown
in Table I, we obtained similar results in other parameter
settings.

To investigate the impact of the heterogeneity of the
disintegration cost and the tightness of the cost constraint on
the tendency of optimal disintegration strategies, we show the
average degree of removed nodes d in the optimal disintegra-
tion strategies as functions of the cost-sensitive parameter p
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Fig. 3. Average degree of removed nodes d in the optimal disintegration
strategies as a function of the (a) cost-sensitive parameter, the (b) cost-
constraint parameter, and both, in the (c) 3-D surface plot. The original
network is the same as that used in Fig. 2. The dotted lines in (a) and (b) are
the reference lines, which correspond to the average degree of the original
network. The dotted lines in (c) represent the critical line with p = 1.

and the cost-constraint parameter « in Fig. 3. From Fig. 3(a),
we see that, whether the cost constraint is loose or tight, d
decreases monotonically with p. This indicates that the optimal
disintegration strategies consist more low-degree nodes as the
heterogeneity of disintegration cost increases. From Fig. 3(b),
we see that, whether the disintegration cost is homogeneous
or heterogeneous, d converges to the average degree d of the
original network. This indicates that when the cost constraint is
sufficiently loose, the difference between various cost-sensitive
parameters will gradually disappear. Moreover, from Fig. 3(a)
and (b), we find that, if the disintegration cost ¢; is linearly
related to the degree d; (p = 1), d remains almost constant
with «. If the disintegration cost ¢; is sublinearly related to
the degree d; (p < 1), d is greater than the average degree
of the original network, and decreases with «. If the dis-
integration cost c¢; is superlinearly related to the degree d;
@ > 1, d is less than the average degree of the original
network and increases with «. From Fig. 3(c), we observe
that there is a watershed at p &~ 1. For the case of weak het-
erogeneity of disintegration cost (p < 1), the surface drops
gradually as « increases. For the case of strong heterogeneity
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Fig. 4. Number of removed nodes in the optimal disintegration strategies with
various cost-sensitive parameters and cost-constraint parameters. The deeper
color indicates a higher value of n, and each concrete value n is shown at the
lump. The original network is the same as that used in Fig. 2.

O a=bt Oro=08 O a=05 O o007 o=0.8

Fig. 5. Specific data of the number of removed nodes in the optimal
disintegration strategies with cost-constraint parameter « = 0.1, 0.3, 0.5, 0.7,
and 0.9. We also emphasize the increase in the number of removed nodes,
and the original network is the same as that used in Fig. 2.

of disintegration cost (p > 1), the surface rises gradually
as « increases.

To analyze the strategy tendency in detail, we calculate
the number of removed nodes n with various cost-sensitive
parameters and cost-constraint parameters and show the 3-D
histogram in Fig. 4. We observe a clear upward trend of n
for large values of p and «. These results indicate that the
more heterogeneous the disintegration cost and the looser the
cost constraint, more nodes will be removed in the optimal
disintegration strategy. The specific data are also presented in
Fig. 5, where we emphasize the increase in the number of
removed nodes with various values of o and p. We find that
when « is set as 0.1, 0.3, and 0.5, the values of the disintegra-
tion strength n increases rapidly with increasing values of p.
Combined with the preceding analysis that the average degree
d decreases monotonically with p, it is in good agreement
with the previous results that the optimal disintegration strate-
gies consist of more low-degree nodes as the heterogeneity of
disintegration cost increases.

VI. EXPERIMENTS IN REAL NETWORK
A. Data Description
The study of network disintegration is important for
many real-world systems such as rumor spreading in

online social networks and terrorist network disintegration.
To verify the feasibility of our method, we implemented
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TABLE II
BASIC STATISTICS OF REAL NETWORKS

Node ID  Degree  Closeness Centrality = Betweenness Centrality =~ Pagerank  Clustering Coefficient ~ Number of Triangles  Eigenvector Centrality
1 29 0.5833 392.3521 0.0486 0.3325 135 1
2 2 0.3727 0 0.0051 1 1 0.1448
3 27 0.5727 320.8381 0.0450 0.3675 129 0.9705
4 10 0.45 0 0.0176 1 45 0.4524
5 10 0.45 0 0.0176 1 45 0.4524
6 7 0.4344 61.2699 0.0154 0.1904 4 0.1981
7 22 0.5 267.6658 0.0397 0.3679 85 0.7410
8 6 0.3987 12.6291 0.0130 0.6 9 0.2351
9 4 0.3888 0 0.0089 1 6 0.1786
10 2 0.3405 0 0.0057 1 1 0.0726
11 18 0.4736 91.6632 0.0309 0.5294 81 0.7047
12 10 0.4090 0 0.0168 1 45 0.4713
13 10 0.4090 0 0.0168 1 45 0.4713
14 10 0.4090 0 0.0168 1 45 0.4713
15 11 0.4117 13.1624 0.0191 0.8363 46 0.4779
16 11 0.4117 51.5214 0.0194 0.8181 45 0.4749
17 16 0.4666 58.6457 0.0269 0.6166 74 0.6529
18 15 0.4736 175.8186 0.0302 0.4666 49 0.4888
19 6 0.3684 17.2088 0.0144 0.4666 7 0.0824
20 8 0.3230 91.5437 0.0224 0.5 14 0.0439
21 5 0.375 27.8841 0.0122 0.6 6 0.0741
22 3 0.3662 39.4486 0.0084 0.3333 1 0.0511
23 16 0.4809 232.2502 0.0315 0.45 54 0.4894
24 8 0.4012 147.2830 0.0184 0.4285 12 0.1963
25 4 0.2971 0 0.0113 1 6 0.0318
26 11 0.4632 14.1952 0.0193 0.8727 48 0.4859
27 12 0.4736 25.6789 0.0207 0.7878 52 0.5513
28 14 0.4960 246.3920 0.0274 0.5384 49 0.4798
29 3 0.3387 0 0.0077 1 3 0.0791
30 12 0.4598 52.7410 0.0220 0.7272 48 0.4660
31 5 0.3620 25.2415 0.0127 0.5 5 0.0921
32 5 0.2490 0 0.01390 1 10 0.0274
33 5 0.3559 1.75 0.0118 0.8 8 0.0977
34 5 0.3559 1.75 0.0118 0.8 8 0.0977
35 4 0.2971 0 0.0113 1 6 0.0318
36 2 0.3333 1.125 0.0059 0 0 0.0515
37 11 0.4883 268.9847 0.0197 0.6727 37 0.4798
38 17 0.5080 63.4107 0.0283 0.6029 82 0.7231
39 1 0.3264 0 0.0040 0 0 0.0372
40 1 0.3230 0 0.0040 0 0 0.0368
41 10 0.4468 6.0294 0.0176 0.8222 37 0.4691
42 1 0.3028 0 0.0045 0 0 0.0117
43 1 0.3230 0 0.0038 0 0 0.0514
44 4 0.3962 0 0.0084 1 6 0.2156
45 1 0.3230 0 0.0040 0 0 0.0368
46 1 0.2451 0 0.0047 0 0 0.0061
47 1 0.3351 0 0.0038 0 0 0.0546
48 2 0.3405 0.3928 0.0056 0 0 0.0632
49 4 0.2971 0 0.0113 1 6 0.0318
50 6 0.3559 46.4912 0.0156 0.4 6 0.0864
51 8 0.4285 0 0.0140 1 28 0.4212
52 10 0.4090 0 0.0168 1 45 0.4713
53 2 0.3368 0 0.0053 1 1 0.0896
54 2 0.3058 1.25 0.0060 0 0 0.0428
55 13 0.4532 164.2050 0.0258 0.4487 35 0.4855
56 1 0.3333 0 0.0040 0 0 0.0361
57 11 0.4315 448.5200 0.0280 0.2181 12 0.1191
58 6 0.315 9.9140 0.0161 0.9333 14 0.0381
59 6 0.315 9.9140 0.0161 0.9333 14 0.0381
60 6 0.315 9.9140 0.0161 0.9333 14 0.0381
61 6 0.315 9.9140 0.0161 0.9333 14 0.0381
62 2 0.315 0 0.0070 1 1 0.0398
63 2 0.315 0 0.0070 1 1 0.0398
64 2 0.3073 0 0.0066 1 1 0.0200

experiments in the terrorist network of the Madrid train
bombing (MTB) with N = 64 nodes and W = 243
edges. The data can be downloaded from http://konect.uni-
koblenz.de/. Basic statistics of the network are shown in
Table II.

International terrorism remains a grave threat to politics,
economics, culture, religion, and society. While all forms of

terrorism result in tragedies, the MTB was driven by extremists
and resulted in many casualties and significant property loss.
The MTB was organized by Al-Qaeda, and it involved many
terrorist organizations to constitute a global terrorist network.
In a purely topological model, a terrorist network is considered
to be a network which is composed of nodes (individual ter-
rorists) and connected by edges (possible connections between
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a=0.2

a=0.4

0=0.6

Fig. 6. Visualization of optimal disintegration strategies in MTB terrorist
network with various cost-sensitive parameters and cost-constraint parameters.
The size of each node is proportional to its degree. The red solid circles
indicate the removed nodes.

these individuals). Experiments using terrorist network may
help authorities to develop efficient and effective disintegration
strategies and measures [28].

B. Result

Here, we used the node degree k; as the referential attribute
r; and the relative size of the largest connected component as
the fitness function of the network performance. The modeling
software and the hardware are the same as experiments in the
model network. In this part, the number of decision variables
is 64, and the number of equality constraint is 1. We also
initialize Npop—size chromosomes randomly, which satisfy the
cost constraint.

We visualized the optimal disintegration strategy for the
real-world network in Fig. 6. The size of each node is propor-
tional to its degree. The high-degree nodes are put in the core
of each layout, and low-degree nodes are put in the periph-
ery of each layout. In Table III, we also show the node ID
of removed nodes with various cost-sensitive parameters o
and cost-constraint parameters p. Combined with the basic
statistics in Table II, we observe some meaningful results.

1) The more heterogeneous the disintegration cost and the
looser the cost constraint, the more terrorists will be
killed.

2) In the case of the homogeneous cost (p = 0), the
anti-terrorism operations follow the classical hub-node
strategy. It is well known that high-degree terrorists are
killing preferentially.

3) If the disintegration cost ¢; is sublinearly related to the
degree d; (p < 1), as shown in Table II, the removed
nodes set V always contains some hub nodes, e.g., nodes
1, 3, and 7, who have a high value of degree central-
ity and betweenness centrality, so that killing the key
members should be considered in the action plan on
combating terrorism, such as Jamal Zougam (node ID:
1), who was suspected of involvement in over 2000
charges of murder, and has been given a 42922-year
sentence.
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Fig. 7. Box plot of the degree of removed nodes. Cost-constraint parameter
(a) « = 0.2, (b) « = 0.4, and (c) o = 0.6. For each box plot, the top bar is
the maximum degree between removed nodes, the lower bar is the minimum
among removed nodes, and the middle bar is the median value. The original
network is the same as that used in Fig. 2.

4) If the disintegration cost ¢; is superlinearly related to
the degree d; (p > 1), the “small potatoes” would
play a key role in the optimal disintegration strategies,
e.g., nodes 2 and 8-10, which suggests that the core of
anti-terrorism operations comprises marginal individu-
als in the organization, except for sufficiently loose cost
constraints.
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TABLE III
NODE ID OF PROPORTION OF REMOVED NODES WITH VARIOUS COST-SENSITIVE PARAMETERS «
AND COST-CONSTRAINT PARAMETERS p IN REAL NETWORK EXPERIMENTS

P ID of Removed Nodes Computing time(s)
a=0.2, p=0 1,3,7,12,18,23,27,30,46,57,63 1.693
a=0.2, p=0.5 8,9,22,23,26,31,33,35,39,41,46,47,54,55 1.708
a=0.2, p=1.0 16,18,19,22,23,31,42,43,51,53,57,60,61,63 1.828
a=0.2, p=1.5 2,8,9,10,14,21,22,24,25,29,31,32,36,40,42,42,43,44,45,46,47,48,49,50,54,56,58,62,63 1.798
a=0.4, p=0 1,3,6,7,8,11,17,19,20,23,25,26,37,38,39,45,47,48,49,50,55,57,60,61 1.708
a=0.4, p=0.5 1,3,6,15,18,22,23,27,29,31,36,37,44,47,49,51,53,54,59,62,63 1.783
a=0.4, p=1.0 2,4,5,6,8,10,23,24,27,29,31,34,35,36,37,43,44,45,47,49,50,53,54,56,59,60,63 1.750
a=04, p=1.5 2,4,5,6,8,9,10,12,13,16,19,21,22,25,29,31,33,34,35,36,39,40,42,43,44,45,46,47,48,49,50,53,54,56,59,60,62,63,64 1.816
a=0.6, p=0 1,2,3,5,6,7,10,11,12,13,16,17,18,21,22,23,23,25,26,33,34,37,38,40,41,43,44,45,48,50,51,53,54,55,57,58,59,61,62,63 1.764
a=0.6, p=0.5 1,3,4,7,8,9,11,15,16,17,18,19,22,23,25,26,32,34,36,37,38,39,40,42,43,44,45,48,50,51,52,53,55,56,57,59 1.827
a=0.6, p=1.0 1,3,4,7,10,11,12,14,16,17,18,22,24,28,32,35,36,38,40,42,45,46,49,51,57,61,63 1.793
a=0.6, p=1.5 1,2,3,4,6,9,10,12,13,14,16,18,19,20,21,22,24,25,26,28,30,31,32,33,35,36,38,39,40,42,43,45,46,47,48,49,51,53,54,56,57,58,59,61,62,63,64 1.779

To visually summarize and compare these groups of data, we
show the box plot of the degree of removed nodes in Fig. 7.
As shown in Fig. 7(a)—(c), we find that the average degree of
removed nodes shows a declining trend. With increasing val-
ues of p, the values of the top bar also decrease dramatically,
which indicates that the low-cost nodes take over the optimal
disintegration strategies and gradually play a key role in the
optimal disintegration strategies, especially for the situation in
which there is a tight constraint of the disintegration cost.

VII. CONCLUSION

The problem of network disintegration intrinsically involves
identifying a set of nodes or edges that should be removed to
have a maximal disintegration effect. Seeking an optimal disin-
tegration strategy among large numbers of alternative strategy
sets with a limited budget is an important and challenging
problem. Most works that are related to disintegration strate-
gies in complex networks assumed that the cost to delete each
node (edge) is uniform, while they neglected the crucial fact
that the cost to delete each node (edge) may be heterogeneous.
In this paper, we have addressed the problem of the optimal
disintegration strategy with heterogeneous disintegration cost,
where there are different costs to delete each node.

We presented a cost model for disintegration strategy in
complex networks. In this model, we assumed that the disin-
tegration cost of a node is a function of a specific referential
attribute of the node, which can be controlled by the cost-
sensitive parameter p. Then, we proposed an optimization
model for the disintegration strategy with a heterogeneous
cost and solved it based on GA. Finally, we explored the
optimal disintegration strategies in both synthetic and real-
world networks.

Results of extensive experiments performed in scale-free
networks indicate that the heterogeneity of the disintegration
cost and the tightness of the cost constraint significantly affect
the optimal disintegration strategy. We observed a critical point
of the cost-sensitive parameter, at which the disintegration cost
¢; is linearly related to the degree d; (p = 1). We demonstrated
that the optimal disintegration strategies are determined by the
cost-sensitive parameter p and the cost-constraint parameter .

1) If the cost constraint is loose, there is no obvious differ-

ence between the optimal disintegration strategies with
various cost-sensitive parameters.

2) If the cost constraint is tight and the disintegration
cost is weakly heterogeneous (p < 1), we should
remove a minority of hub nodes to achieve the optimal
disintegration effect.

3) If the cost constraint is tight and the disintegration cost
is strongly heterogeneous (p > 1), the optimal dis-
integration strategies should contain more low-degree
nodes.

Experiments using data from a real terrorist network verify

the feasibility and validity of our method. We believe that our
finding will also help the decision-makers.
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